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Ransomware, now a massive threat to businesses large 
and small, is a unique form of cybercrime where criminals 
encrypt your company’s data with a key that only they 
have. Then they hold the data for ransom.

Without access to data, the software applications that keep a business running grind to a halt. 
Few companies today, regardless of size, could operate without their systems for even a few 
hours. Online sales stop. Billing, banking, and finance stop. Operations come to a screeching 
halt. One by one, all the systems that run your business no longer function. Those that 
somehow continue business would be severely impacted.

Some assume that ransomware only targets large companies with deep pockets — enough 
to pay a large ransom. While this might initially have been true, the threat has evolved and 
adapted. Today, ransomware targets small- and medium-sized businesses (SMBs). SMBs might 
yield less per company, but over 97 per cent of companies in Canada are SMBs, and they are 
often ill-prepared to recover from a ransomware event.
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 What makes ransomware different from other online incidents? 
Our industry insights confirm that while ransomware shares some similarity with other malware, 
it is a completely different type of online incident. Unlike other incidents, the incident method 
is malicious code (malware) and is distributed by a number of strategies to gain unauthorized 
access to systems and data. It corrupts, encrypts, or even steals your data, and blocks access 
by legitimate users. 

With ransomware there is a difference. Once ransomware has locked users out of their systems 
and encrypted their sensitive data, cybercriminals demand a ransom, payable in untraceable 
methods by using bitcoin. (AWS)

In this Ransomware Recovery Guide, we will walk you through the critical points and 
explain the essentials of the recovery process while accessing insights from medium-sized 
companies in a number of different industries in Canada including financial, healthcare, legal, 
real estate, and transportation. 

We have recruited a panel of leading practitioners who run technology and security for 
medium-sized businesses. These individuals have agreed to share their experience with you. 
While they were happy to share their knowledge and practices, due to the sensitivity of the 
information they have chosen to remain anonymous.
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https://aws.amazon.com/blogs/publicsector/securing-aws-cloud-environment-ransomware-new-ebook/#:~:text=Ransomware%20is%20malicious%20code%20designed,block%20access%20by%20legitimate%20users.&text=Whether%20you're%20just%20getting,and%20sensitive%20data%20against%20ransomware.


4RANSOMWARE RECOVERY GUIDE 

Asked what makes it so different from other threats, one member of our panel noted, “There are 
two obvious reasons. Number one, it ’s the motivation of the cyber-crooks. Also, ransomware is 
simultaneously a business and a criminal enterprise.”

It’s true — ransomware is a business, and a very profitable one at that. Estimates claim that in 
2021 over $1 billion dollars in ransom payments were made in the US alone. The incidenters are 
well-funded and have enormous resources. “They had a better help desk (to help companies get 
bitcoin to pay the ransom) than we do,” said one CIO of a real estate company.

Since ransomware incidents are such a different type of online threat, it is critically important 
that SMBs create recovery steps that reflect this. Our research also shows that ransomware is 
constantly evolving. For example, a new model where a core group of hackers “franchise” their 
malware to a large number of individuals is what has allowed ransomware to focus on smaller 
businesses. They make up for in volume what these smaller companies lack in overall ability to 
pay. With this constant threat, having a plan that is frequently updated is important because 
ransomware incidents continue to be extremely creative and innovative.

 Do Not Underestimate the Time It May Take To Recover
We asked our panel of experts, “How long do you think it would take you to recover if  
you were successfully incidented?” The answer, in most cases: “It depends.” In all cases, 
however, recovery takes longer than you might think. Any company that has been through  
the experience will tell you it can take weeks and even months to get back to full  
operational power.
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I think state-of-the-art for me is a well-planned and rehearsed 
response plan that is refreshed and evolves all the time.

Said one member of our panel regarding a firm that had recovered: “Their CEO and CIO will 
tell you to expect to be down for several weeks — if you’re not paying the ransom. That’s the 
expectation.”

 What is the state-of-the-art preparation for a recovery?
Our panel has not just met the challenges they face with ransomware incidents — they have 
turned the ransomware threat into an opportunity for change at all levels. They have enlisted 
all levels of management, all the way up to the board level. They have created processes and 
playbooks that guide the decision-making process for recovery.

“My view is that the state-of-the-art is about your process,” said one panel member. “It is 
helpful to have a well-defined playbook. I have a playbook, just for my executives, that answers 
many recovery questions like ‘When do we make the call and engage the cyber insurance 
provider?’ We even have a cyber legal firm for advice.”

“The best thing you can have is an orchestrated playbook that says: step one, step two, step 
three. The playbook gives those that have to execute a sense of stability.” But it ’s not enough 
to just have a plan. That plan must be understood. One of our panel members stressed the 
importance of a short, understandable, and easily communicated plan. “Nobody is going to read 
a 25-page document.” This individual developed a three-page summary for their key team and 
executive that “answers all the questions they should be asking.”
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Our panel members also stressed the importance of regularly testing their plans with both tech 
and business staff, including their senior executives.

“Teaching that informal playbook to all of my executive board is essential,” said one panel 
member. “You can’t just pull the switch until everyone understands the implications.”

How often do they test their plan? One panel member noted that they tested their recovery plan 
every two years, but given the recent increase in threats they are moving to test and update 
every six months.

So what goes into this plan? What questions should it answer? According to our 
panel members, here are some key questions:
 Once an incident is detected, how quickly can we act to contain it?
 How will we assess the impact of the incident? What are our “crown jewels” in terms 

of data? What data contains personally identifiable information?
 Who are our key stakeholders and decision-makers? Who can make key decisions for 

our business, including the most critical one. Do we pay the ransom?
 Who needs to be notified, and at what stage of the incident?
 How will we ensure the right people get the message in an emergency?
 How will we communicate with our employees, suppliers, customers, and others who 

need to be informed? Who will issue any communications to the media if needed?
 What resources will we need, including not just our own staff but equipment, vendors 

and suppliers, and expert resources?
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This last point is critical. You can’t assume your ransomware incident will go unnoticed. A 
business suddenly going dark online is noticeable. Moreover, incidenters frequently post their 
exploits on the dark web.

Keeping the trust of your customers and other key stakeholders is essential. While how much you reveal 
is a corporate decision, many companies opt for a clear and transparent response. They acknowledge 
an incident, and give a clear factual response of its impact. They feel this creates trust and confidence, 
particularly if they have a clear impact analysis and a plan to recover. Regardless of how much you 
reveal, knowing what messaging you will need, how it is communicated, and by whom is essential.

There is a lot that you need to think about in terms of making your plan. How will you know if you have 
everything you need? The answer, according to our panel, is that you should use one of the available 
frameworks/templates to develop the plan. This will ensure you don’t miss a key step or element.

 Using a Risk Framework to Create Your Playbook
As you put together your response plan, be aware that there is a great deal of information 
available to help you. You may think these resources are complex or require tremendous 
technical knowledge, but that is often not the case. 

 In what order will we recover our systems? Are there certain key priorities?
 What are our interim steps for operations until our systems can be fully restored?
 What is our external communications plan? Who will construct and approve the 

messaging to customers, suppliers, regulatory authorities, and even the press?
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While the focus of this guide is on the final step — recovery — the secrets of a successful 
recovery plan actually starts much earlier in the process. 

 Identification, protection, detection, and response are critical. How is 
your ransomware recovery strategy dependent on these?
According to our experts, early identification and containment is key. Businesses need to have 
an up-to-date inventory and understanding of the data on their systems. What is the critical 
data on their systems?

Also important to identify is any data with personally identifiable information on it. While 
legislation varies between provinces and the federal government, you are generally responsible 
for notifying any person whose data you store if there is an incident and where there is the 
possibility that they can be harmed by the use of that data. The term in the federal legislation in 
Canada is whether the leaked data constitutes a Real Risk of Serious Harm (RROSH).
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For example, the National Institute of Standards and Technology (NIST) publishes a 
Cybersecurity Framework. This internationally accepted framework outlines five  
primary functions around which to plan and manage cybersecurity risk, including 
ransomware incidents:
 Identify: Learn about your environment and what needs to be protected
 Protect: Implement access control, training, and protective technologies to minimize incidents
 Detect: Implement the tools necessary to detect an incident as quickly as possible
 Respond: Develop appropriate activities to contain the impact of a detected cybersecurity incident
 Recover: Develop resilience plans and restore any capabilities or services that were 
impaired due to an incident

https://www.nist.gov/cyberframework
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The first step in determining RROSH starts with knowing your defenses have been breached. 
Our panel members felt they had adequate means of detecting an incident. One said: 

“We detect malware regularly and prevent it. We believe we could detect 95 per cent of it 
instantly.”

But while our panel members thought they could detect an incident, the impact of that incident 
depended on a number of factors.

“It truly depends on the environment they have attacked,” said one panel member. “That is why 
they have spent time identifying and discussing these in their rehearsals, often referred to as 
‘tabletop scenarios.’”

Early identification is critical as it can allow you to limit the spread and perhaps the damage — 
what one panelist called the “blast radius.”

One of our panelists noted, “If we can block that first step, then that’s good. It comes down to 
behaviour and using automated tools for monitoring. We have a whole portfolio of tools that we 
throw at this thing to keep us safe.”

Another stated, “I think identification is key. Questions we ask ourselves include: When did we 
identify this threat? Is this a known threat? Are there known ways to circumvent this threat, 
and is it a threat that can spread to our fallback systems or backups? Is it containable? Can we 
reverse it, cleanse it, and remove it?”
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“From a response perspective, we ask ourselves how quickly can you contain it? How fast 
can you identify the variant, and how can you be sure it ’s been eradicated from the systems? 
Can we recover a system in three minutes? The decision-making process to recover is all 
about being very sure that you have containment. If you have a recovery plan, then you’re not 
going to repeat procedures.”

Understanding what kind of incident you have experienced, and its impact, requires some 
degree of knowledge. Few SMBs have someone who specializes in cybersecurity threats. Some 
may not have the time to fully keep up on this fast-moving and ever-changing threat landscape, 
but a number of sources provide a summary of threats. 

Fortunately, a number of resources contain easily understandable approaches. There are 
government sources, white papers, and studies from a number of sources. We’ve given some of 
these as links in this document.

One silver lining of the explosion of ransomware threats, and the media attention they have 
received, is that senior management is now aware of the threat. All panelists noted that they 
leveraged this new awareness to have discussions with their management and their board of 
directors, even to the point of involving them in their tabletop exercises.
 

Teaching that informal playbook to all of my executive board 
is essential. You can’t just pull the switch until everyone 

understands the implications.
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 An Ounce of Prevention
While you cannot prevent every incident, you can make it more difficult for incidenters to gain 
access to your systems. Below are a few of the key steps our experts have taken.

Employee security awareness training pays huge dividends. Many online incidents come from 
employees making simple mistakes —  clicking a link, visiting a site, downloading infected 
software — and as a consequence giving away their sensitive data.
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Having good and up-to-date anti-malware software is hugely important. But there are 
simple steps that every company should follow in addition to that, including:
 Implementing multi-factor authentication. Many threats start when bad actors gain access by 

stealing or guessing your credentials. This is often done using so-called “phishing” emails. Others 
simply exploit stolen passwords from other incidents that are posted on the internet and shared 
by hackers. Having two means of validating credentials (often an app for a cell phone in addition 
to a regular login and password) can prevent hackers from getting ransomware into your systems.

 Keeping your software versions up to date. Another key weakness incidenters exploit 
is published weaknesses in most commercial software. Software vendors monitor this 
carefully, even paying a bounty to those who find bugs, and issue regular updates. But all too 
frequently, companies do not keep their software up to date, even when these patches are 
freely available. With the weaknesses published on the internet, hackers have a step-by-step 
guide to how to find and enter your systems.

 Preventing “lateral movement.” If someone breaches your defenses, you want to contain 
the damage they can do. That is why it is so important to only grant access to what a 
business user absolutely needs, and to revoke permissions that are no longer needed.
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As a best practice, accessing only the resources you need in order to do your job (granting 
least privilege) is a recommended practice. When asked about this across industry sectors, the 
response was clear — that privileged access is a widely known topic, and that ransomware has 
prioritized this topic.

As one of our panelists noted: “Most of the companies in the (our) sector will tell you that we’ve 
been dealing with privileged access issues for quite some time, but I think ransomware certainly 
put a spotlight on it.”

 Recovery Requires Backups That Work
It might seem obvious, but backups — time and again — prove to be one of the critical failings 
in a ransomware incident, and may make the difference between discomfort and survival. The 
core threat of ransomware is that it encrypts your data — the equivalent of an electronic paper 
shredder. Without access to data, all systems fail. Your business is paralyzed. The ability to access 
and restore from your backups is critical.

One thing all our panelists know is that no backup method is perfect. If you have been in this 
industry long enough, you have experienced taking a backup that should be complete and 
finding it is corrupted, missing key data, or sometimes not there at all. In the industry we all 
know of examples where backups supposedly in place were missing key elements, corrupted, or 
useless. A $100 million Canadian company in business for decades almost failed two years ago 
when, having been hit by ransomware, discovered that their backups were not there. Stories 
such as this one are all too common. Some managed to survive while others failed.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
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Backups must continually be tested to ensure they can be restored when needed. In addition, 
you must ensure your backups are working. Ransomware adds another layer to this in that it 
can, if allowed, encrypt your backups as well.

All of our panelists noted that they regularly test backups. Some had special detection capabilities 
to inspect and protect their backups. All agreed that once backups are made and verified, they 
should be stored with what is referred to as an “air gap.” This refers to storing them on a machine 
that is totally disconnected from anything else until it is needed.

As an added safety, these backups should be write-protected so when they are reconnected to 
restore systems in the event of an incident they cannot be corrupted with the ransomware.

“We’ve made changes. We are looking at our storage and backups that have detection 
capabilities for ransomware. Ransomware does have certain patterns as it starts. We are 
always looking at new technology that is going to help us alleviate some of that pain from 
ransomware.”

But it is not enough, according to our panel, to merely validate the data in your backups. You 
need to know, for example, the order and priority in which you will restore the systems. Faced 
with recovering a number of systems, there may be dependencies and multiple layers of steps 
to recovering your systems. There may be priorities that ensure you can get your key operations 
back while other lesser priorities can wait. In order to plan properly, you need to know how long 
each of these steps will take.

These need to be documented and rehearsed in advance of a ransomware incident.
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The planning and regular testing of backups may take precious time and resources, but when 
you need to assess the damage of a ransomware incident and ensure your recovery, you will 
pay anything to get that data back. Ransomware bandits know this and exploit it.

 A well-oiled machine — managing the people and resource issues
We noted earlier that all our panelists felt they could restore data quickly— estimates ranged 
from minutes to hours. Yet they all agreed that full recovery could take weeks and sometimes 
even months. Why is this?

The recovery effort has to move like a well-oiled machine. Understanding that you have effective 
backups, and how you will execute the technical part of your plan, is only a part of what is 
necessary.

Our experts noted that you need to manage the people aspects of a recovery plan. You cannot 
always solve issues when you are directly under the pressure of an incident.

I have a playbook. That is just for my executives. It contains answers 
to questions such as how they decide when it’s time to make the call 

and when they should engage the cyber insurance provider. We have a cyber 
legal firm for cyber advice. You need to know who the bad actor is before you 
pay them because there are certain people you can’t pay legally. Teaching that 
informal playbook to my executive board is important.
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Identifying, training, and practicing with your internal team is essential. But as our panel pointed 
out, even larger companies may not have all the resources and expertise necessary to handle an 
incident and the subsequent recovery. They have all taken steps to identify the outside resources 
they will need, and to ensure these will be available when needed. All the vetting, negotiations, 
and contract arrangements are done in advance. This is even more important in this time of 
supply chain problems and labour shortages.

Of course, there are other resources needed.  And as one of our panel noted, “Nobody’s 
keeping hardware in the garage. So we’re relying on a third-party supply chain, and with the 
current situation with supply chain, that’s also a nightmare.”  If you need to rapidly acquire 
new hardware, how long will it take for a vendor to get you what you need? Once again, it ’s 
important to plan in advance.

“With supply chain issues, we have gone back to every single vendor critical vendor we have 
and asked them about their timelines — and built them into our plan. So we know that instead 
of expecting something in 24 hours, it may take 48 hours or 72 hours. A last point to remember 
is that crucial information has to be accessible. How will you access and circulate this critical 
information if your computers and networks are shut down?”

 Expert Resources
Some of our panel had budgeted to have experts and backup resources on retainer to ensure 
their availability. While this might be ideal, it may be beyond the price range of many SMBs, it 
is important to know where you will go for the resources you need, and be able to engage them 
quickly. In a ransomware incident, minutes can matter.
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“We have had one company on retainer with us for about five years. Some of the clients have 
instant-response people on retainer. It helps to build trust with customers, and it is a quicker 
and cleaner way to contain an incident.”

 Cyber Insurance
If you have cyber insurance, it may specify some of the steps you must take in order to maintain 
your coverage. It’s important you read your policy carefully and speak with your advisor to truly 
understand what you are required to do and ensure it is faithfully complied with. Many cyber 
insurance providers will offer or request evaluations, inventories, and readiness assessments. 
Some may help with these as a way of mitigating their risk.

Cyber insurance is not a panacea. For many SMBs it may be difficult to find or may be 
unaffordable. All our panel members acknowledged that their premiums were increasing, and that 
it was becoming increasingly difficult to find insurance providers. 

One panelist in particular noted, “The insurance industry is in flux when it comes to cyber 
insurance and ransomware. I think ours is going up by 50 to 60 per cent. But some organizations’ 
cyber insurance premiums are going up by 200 per cent”. 

The insurance industry is in flux when it comes to cyber 
 insurance and ransomware.  I think ours is going up by 50 to 60 
per cent. But some organizations’ cyber insurance premiums are going 
up by 200 per cent. 
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69% 
Canadian organizations 

paid the ransom

 Key Question - Will You Pay the Ransom?
Paying or not paying ransomware is a topic of much heated discussion on both sides. In Canada, 
according to CIRA, 69 per cent of Canadian organizations paid the ransom.

But not all companies believe in paying. According to insights from our panel, most companies 
have a firm policy or feel strongly that companies should not pay a ransom.

One reason given by our panel was stated earlier. You are dealing with criminals, and there is 
no certainty that you will get your data back after paying a ransom. While there is no concrete 
data on how many companies actually get their data back, anecdotal evidence seems to 
indicate that in many cases they actually do. While we see it as crime, the perpetrators treat this 
as business. Not returning the data would be bad for business.
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https://www.cira.ca/blog/cybersecurity/should-ransomware-payments-be-illegal-canada
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Even so, there may be other reasons not to pay. One panel member noted, “You are putting 
your recovery in the hands of criminals.” There is no guarantee that the crooks will not leave a 
backdoor for a subsequent incident. 

Another panel member noted, “There is no money-back guarantee.” Yet another said “these gangs 
talk to one another, and if you are known to pay, you may be incidented again by another group.”

Many companies in fact believe ignoring ransom demands, wiping affected machines, and 
restoring new up-to-date software and verified data may be the best option. There are also 
“white knights” on the internet who find and publish recovery codes to some ransomware. In 
response, some crooks also steal your data before they encrypt it, and threaten to release it on 
the internet if their demands are not met.

If you have a cyber insurance provider, they will undoubtedly have a say in whether you pay or 
not. They might even have experts to negotiate with the ransomware incidenters.

There may be additional complexities that cloud the question of whether to pay. While there is 
no legislation yet in Canada that gives a clear-cut answer to this question, in the U.S. and other 
jurisdictions there may be laws against paying this new form of organized crime.

Your recovery plan must help you deal with as much as possible in advance of an attack. It 
also must answer who can make these decisions, and under what circumstances. It is essential 
to know ahead of time who is responsible for making ransomware payment/non-payment 
decisions should the need arise, and at what point(s) in the recovery process specific decisions 
should be made.
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Despite strong feelings, all our panelists noted that whether or not you want to pay a ransom, 
and failing to have all aspects of preparation in place for an incident, companies may have no 
other option.

 Rehearse Your Plan
All our experts acknowledged that it ’s not enough to have a plan. All of them test and practice 
their plan regularly. One way of doing this is in a tabletop exercise. Essentially, these are simple 
simulations or walkthroughs of the plan that turn into well-rehearsed strategies that can help 
when ransomware incidents occur.

“We use tabletop exercises. We have scenarios we practice that say, if system X gets 
ransomware, how are we going to recover versus system Y? The other part of the tabletop 
exercise is deciding who is going to be making very specific decisions at every step.”

Industry insights from the legal industry show that identification and containment, coupled with 
strong recovery plans, are essential.

We use tabletop exercises. We have scenarios we practice that say, 
if system X gets ransomware, how are we going to recover versus 

system Y? The other part of the tabletop exercise is deciding who is going 
to be making very specific decisions at every step.
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 Leverage Cloud Resources
Our panelists agreed that cloud technologies and virtualization made an incredible difference. 
Cloud backups enabled them to have frequent and rapid backups of vast amounts of data. 
Virtual machines meant it was possible to have a pristine new “machine” — be it a server or 
even a virtual PC — ready in minutes.

Across the sectors, cloud technology is seen as an investment against ransomware, and they are 
all enthusiastic adopters. 

Hyperscale providers like AWS offer out-of-the-box services like AWS Elastic Disaster Recovery 
which can quickly recover your environment, minimizing data loss and downtime in the case of a 
ransomware incident.

These can be broadly categorized into four approaches, ranging from the low cost and low 
complexity of making backups to more complex strategies using multiple active regions. Even 
with this level of resources, it is still critical to regularly test your disaster recovery strategy to have 
confidence in invoking it, should it become necessary.

“Use of the cloud to manage these kinds of incidents is good. Also, making sure backups are 
immutable, and that there’s an air gap, between the backups so it doesn’t get encrypted or 
incidented at the same time. There is really no easy answer. It depends on the situation. Every one 
will be unique. However, preparation is key. I can’t stress enough the muscle memory you need.”
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 In Conclusion
Ransomware recovery requires a multi-pronged approach. The insights provided by our panel 
members show that it requires all levels in an organization to assist in swiftly resuming business 
after a ransomware incident. Regular review is critical for all companies, including SMBs, 
because ransomware incidents will continue to evolve.

But let’s be clear: You’re not alone in this. As we’ve noted, cloud providers like AWS have 
enormous resources available to companies of all sizes. While the jargon, legal, and other issues 
might seem daunting, help is available.

There’s an entire process around notification, reporting, and legal aspects, and around knowing 
who should be informed when a ransomware incident occurs. For example, understanding how 
law enforcement can help you when you have become the victim of a ransomware incident in 
Canada by reporting the incident to law enforcement, the local police, and the Canadian Anti-
Fraud Centre.

For those who want information on how to conduct a review of their cybersecurity 
preparedness in general, the Canadian Centre for Cybersecurity offers an evaluation guide 
specifically tailored to SMBs.

We hope the learning shared by our panel of experts, presented in this report, has also been 
helpful, and that you’ve been able to find guidance and practical advice to help you in your 
ransomware recovery plans. Please read our list of resources below to find out more about 
ransomware recovery.
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https://www.antifraudcentre-centreantifraude.ca/report-signalez-eng.htm
https://www.antifraudcentre-centreantifraude.ca/report-signalez-eng.htm
https://cyber.gc.ca/en/
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RESOURCES
Canada
Canadian Anti Fraud Centre

United States 
Stop Ransomware website
Ransomware Executive One-Pager

FBI
Ransomware Fact Sheet
NIST Tips and Tactics: Preparing Your Organization for Ransomware Attacks
NIST Cybersecurity Framework Quick Start Guide

Federal Trade Commission
Ransomware Guide

https://www.antifraudcentre-centreantifraude.ca/index-eng.htm
https://www.cisa.gov/stopransomware
https://www.cisa.gov/uscert/sites/default/files/publications/Ransomware_Executive_One-Pager_and_Technical_Document-FINAL.pdf
https://www.fbi.gov/scams-and-safety/common-scams-and-crimes/ransomware
https://csrc.nist.gov/CSRC/media/Projects/ransomware-protection-and-response/documents/NIST_Tips_for_Preparing_for_Ransomware_Attacks.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.1271.pdf
https://www.ftc.gov/system/files/attachments/ransomware/cybersecurity_sb_ransomware.pdf
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ABOUT ITWC RESEARCH
ITWC Research provides peer and industry based research on issues of strategic interest 
importance in the application of information technology in business.  
We focus on the practical aspects of the application of information technology  
in real world settings. 

Our research is done by experienced professionals, many of whom have strong academic 
credentials. Many have published in a wide range of academic and professional journals including 
the IEEE and other industry standards. We have partnerships with a number of universities in 
Canada and work with respected corporate groups such as the CIO Strategy Council, CIOCanada, 
the Canadian Channel Chiefs Council (C4) and the MacKenzie Institute, to name but a few. 
 
Above all we ensure the practical focus of our research by leveraging our  
readership and corporate contacts at the executive level across business,  
government and academia.

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.1271.pdf

